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A B S T R A C T

It is estimated that smart cities invest in the development of new technologies to improve the qual-
ity of life for citizens. By implementing these new technologies, issues of security and privacy have
become a relevant challenge for the development of smart cities. Implementing traditional cybersecu-
rity strategies to address these issues becomes obsolete, as contemporary threats are more complex.
Motivated by these factors, we examine the current challenges, vulnerabilities, and threats present in
smart cities regarding privacy and data protection to determine how these issues affect smart cities
and their citizens. We begin this article with a description of the current situation of smart cities.
Next, a compilation and selection of literature were carried out for the completion of this work, fol-
lowing certain selection criteria to obtain 20 articles. We then analyze the most recent challenges and
threats regarding privacy and security present in smart cities. Subsequently, threats and challenges
were compiled with a focus on how they affect smart cities and their citizens. Finally, we present gaps
for future research and identify directions for future investigations.
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1. Introduction

Nowadays, the term smart city is becoming increasingly
crucial in response to the growth of the urban popu-
lation. It is estimated that by the year 2050, almost
two-thirds of the population will reside in smart cities
[1]. Although the precise definition of a smart city is
somewhat complex, it generally refers to places that in-
vest in technology to improve the quality of life for res-
idents, with the government playing a key role in man-
aging natural resources [2]. In this modern context,
smart cities have emerged as places where technology
defines the way we live. These advanced urban centers
seek to enhance efficiency, sustainability, and, above all,
well-being. However, challenges to the development of
smart cities exist, and one of the most prominent issues
is network security, especially concerning security and

privacy.
Security is not the only challenge for the develop-

ment of smart cities; economic factors also come into the
game. This has led to a decrease in investments in pub-
lic services in such projects, hindering the flourishing
of these cities in many cases [3]. The implementation
of this smart urbanization faces various issues, includ-
ing cyber attacks, mishandling of information, Denial
of Service (DOS), and vulnerabilities in connected de-
vices that are part of the cities’ networks, known as
the Internet of Things (IoT). These vulnerabilities are
often linked to data collection and third-party service
providers [1], posing significant risks in the smart urban
environment. In addition to threats derived from data
collection, there are potential attacks that can directly
damage network infrastructure, such as Distributed De-
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nial of Service (DDoS) attacks [4], among many other
vulnerabilities that greatly affect smart cities and their
citizens.

However, there is an urgent need to update informa-
tion on the challenges and cybersecurity threats present
in smart cities. This need is based on the crucial im-
portance of understanding these challenges to develop
strategies and solutions, thus driving the progress of
smart cities.

The purpose of this article is to review the literature
and present an updated analysis of the most prominent
and sophisticated cybersecurity threats, vulnerabilities,
and challenges in smart cities. Given the recent ad-
vances in these urban areas, it is crucial to understand
the cybersecurity risks affecting both infrastructure and
citizens. In response to the challenges posed, we have
formulated key questions to address these issues. We
aim to explore in detail questions such as: What are
the most prominent and advanced threats and vulner-
abilities facing IoT networks in smart cities? Further-
more, how do these threats affect the security of citi-
zens? These questions will be analyzed to gain a deeper
understanding of the vulnerabilities and threats facing
smart cities.

In the review, we highlight four key sections that
we address: in Section 2, we define the parameters that
guided our article selection; in Section 3, we broadly
cover the central ideas of the established literature; in
Section 4, we delve more specifically into the develop-
ment of these key ideas; and finally, in Section 5, we
summarize the ideas and justify the importance of com-
piling this information.

2. Methodology

In this section we describe the selection process, includ-
ing our inclusion and exclusion criteria. We utilized
Google Scholar and Semantic Scholar as our main search
engines, recognized for their extensive repository of aca-
demic articles in various disciplines, including the field
of computer science. These platforms were selected for
their comprehensive indexing, search capabilities, user-
friendliness, and integration with a wide range of aca-
demic journals from different years, making them highly
suitable for conducting an extensive and high-quality
literature search.

We initiated our search with a set of keywords such
as “Network security”, “Smart city”, “Network security
challenges”, “Smart security”, and “Security for smart
home”, with the aim of gathering key information for
our review. Our inclusion criteria were strict to ensure a
high standard of quality and relevance. Each co-author
undertook a thorough process to select the articles that
would form the basis of our review.

In the initial phase of article searching, we encoun-
tered a considerable volume of literature (126 articles)
that required careful organization and filtering by the
co-authors. To carry out the exclusion process, we used
the Mendeley management tool. On this platform, we
conducted a thorough review and verification of dupli-

cates, ensuring the uniqueness of each article. After this
process, we obtained a total of 91 articles. In the same
way, we used the same tool for detailed reading and in-
quiry of each document. We limited our scope to articles
published between 2014 and 2023, ensuring contempo-
rary knowledge. This left us with 77 articles. Continu-
ing the literature reduction process, we focused solely on
articles published in English, reducing our literature to
70 articles. Furthermore, we limited ourselves to jour-
nals indexed in the Journal Citation Reports (JCR),
specifically those classified as Q1, representing superior
quality in the field. However, in the presence of highly
relevant information, we were willing to make excep-
tions, allowing the inclusion of a Q4 article, leaving us
with 53 articles. Additionally, we focused on original
research articles and reviews, resulting in 43 articles.
Considering quality, we aimed for coverage of minimum
10 cites per year, discarding 11 articles. Finally, we con-
ducted an initial reading, allowing us to discard articles
that did not fit correctly with the theme of the review.
As a result of this meticulous selection process, we ob-
tained 20 articles for the review; Figure 1 describes our
article selection process. This selection process allowed
us to focus our review on the most valuable and rele-
vant articles in the field of smart city security, ensuring
that our review is based on the most pertinent litera-
ture. The final list of the selected articles is shown in
Table 1.

A notable limitation of our review was the rigorous
criteria which yielded only 20 articles. This choice was
made among co-authors with the intention of maintain-
ing a simplified narrative and exclusively focusing on re-
search that met our selection criteria. While this strat-
egy has the advantage of providing clarity, it also implies
the exclusion of alternative or more nuanced perspec-
tives, which yields clear disadvantages in comparison to
other articles. It is important to note that these per-
spectives could be explored in future reviews, reflecting
the constantly evolving nature of this field of study. De-
spite the shortcomings encountered during the conduct
of this review, we have managed to acquire the essential
information to carry out this work.

3. Thematic Overview

In this section, a detailed analysis of the findings ex-
tracted from the previously compiled literature is con-
ducted. These results are organized into categories
closely linked to the central theme of this review. The
main objective of this approach is to provide a solid
structure for a more in-depth discussion of the gathered
information. The categorization not only facilitates a
more precise analysis but also allows for an effective
contextualization of the findings within the defined the-
matic framework.

3.1 Vulnerabilities in industries

Industries play a fundamental role in the progress of
smart cities, serving as a primary source of sustainabil-
ity for the production of goods and services that benefit
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Table 1. The final list of articles used in this review, including information for title, journal, year of
publication and citation.
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Figure 1. The selection process flowchart, illustrating the systematic screening and selection methodol-
ogy used to determine the final set of articles included in the review. Starting with 126 records identified
through database searching, the process details the removal of duplicates, screening for relevance, assess-
ment of eligibility based on predefined criteria, and the final inclusion of 20 articles that closely align with
the review theme.

the population [22]. Globally, industries have under-
gone evolution and incorporated the use of technologies
to drive their activities more efficiently and facilitate
their development, logistics, and production [14]. How-
ever, in the industrial realm, issues related to security
arise, directly impacting the smart urban fabric.

One of the initial vulnerabilities is found in compa-
nies that maintain outdated infrastructure, which ham-
pers security due to limited maintenance of their sys-
tems. Another present vulnerability is associated with
the use of inadequately tested software, creating a se-
curity gap for attackers, as this software is established
with unauthenticated configurations [4]. Additionally, a
vulnerability is observed in the implementation of data
encryption protocols, a critical aspect for the security
of employees and the general population, both in indus-
tries and urban areas. These protocols turn out to be
weak, exposing employees’ systems [14]. This situation
exposes personal data and company credentials, poten-
tially leading to identity theft or impersonation attacks
[4], causing conflicts and losses in the industrial sec-
tor and significantly affecting the development of smart
cities.

3.2 Vulnerability in smart homes

Smart cities are composed of smart businesses and
homes that host the entire population within these ur-
ban areas. In the context of smart homes, these are
defined as IoT-connected applications, where physical

components are linked to the internet [4], creating an
intelligent ecosystem that enhances the quality of life for
inhabitants in a smart city. However, these ecosystems
are not exempt from the issues present in cities.

Security is one of the main challenges in IoT due
to the wireless medium and the information present in
devices [7]. It is crucial to consider the IoT layers in
smart homes to ensure certain protection against po-
tential malicious attacks. These layers include the per-
ception layer, where sensors collect and process informa-
tion before sending it to the network layer. The network
layer is responsible for communicating this information
to connected devices, using wireless sensors like Wire-
less Sensor Networks (WSN) and the internet [15, 11].
This layer is bounded by the instructions of the applica-
tion layer, which provides services for users to interact
with their environment.

At application level, common security issues include
phishing and malicious code, originating from user im-
prudence [9]. Another threat is Ransomware, represent-
ing data hijacking through the use of encryption to ob-
tain a ransom from the user for their own data [19].
Additionally, the possibility of intentional attacks by
third parties seeking to compromise wireless devices for
malicious purposes, such as data theft through malware
or hacking of these devices, cannot be ruled out. A po-
tential solution to IoT vulnerabilities is the use of the
Honeypot method, based on using a decoy to detect ma-
licious intruders attempting to harm IoT networks com-
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prising a smart home [6] and, in turn, the infrastructure
of a smart city. However, this does not guarantee invul-
nerability, as it can be detected by Anti-Honeypot, used
by cyber attackers. These layers are vulnerable to at-
tacks, especially due to the poor management of IoT
wireless devices.

3.3 Challenges for the smart cities

Smart cities aim to become environments designed to
meet the basic needs of the population. It is estimated
that by the year 2050, approximately 66% of the popu-
lation will reside in urban environments [10], driven by
significant population growth and migration from rural
to metropolitan areas. This demographic shift entails a
considerable increase in crime rates, especially concern-
ing attacks and vulnerabilities targeted towards smart
city infrastructure [16], particularly in the network that
connects various urban areas.

For the proper functioning of smart cities, various
layers with specific functions are implemented. The de-
tection layer employs various tools to collect data from
the environment, while the data collection layer stores
the information obtained, both from network traffic and
smart homes. The data processing layer manages the
stored information, and the application and intelligent
processing layer facilitates data exchange between citi-
zens and relevant users such as stakeholders [13]. The
harmony of these layers allows the proper functioning
of smart cities.

However, when managing large volumes of data,
these layered systems become vulnerable to third-party
attacks, which may aim at stealing or misusing infor-
mation. If an unauthorized user accesses this informa-
tion, confidentiality is compromised, leading to what
is known as an interception attack [12], which poses a
problem in the flow of information in intelligent envi-
ronments.

For a smart city to develop based on IoT, it is cru-
cial to address certain aspects. This includes privacy-
conscious communication, the implementation of effi-
cient security preventive measures, and the conduct of
a risk assessment to identify security gaps or threats
[23]. This approach underscores the importance of con-
sidering these aspects to successfully create a smart city.
In this context, the Chinese government establishes key
criteria for technological and population development
in its cities [18], highlighting fundamental points for a
smart city to be genuinely viable. Among these, the
need for a resilient infrastructure, a secure cyberspace,
and the establishment of strong international partner-
ships are emphasized.

3.4 Threats for the smart cities

In addition to the challenges present in smart cities,
there are also threats that significantly impact them,
causing damage to both infrastructure and citizens pri-
vacy. Malware is malicious software created by attack-
ers with the goal of compromising infrastructure and
exploiting systems, often for financial and political rea-

sons. This stands out as a major threat in this environ-
ment, representing a substantial challenge and security
risk [9]. A clear example of this is the Botnet, a network
of compromised computers controlled remotely by mal-
ware that carries out attacks on Domain Name Systems
(DNS) and Internet Protocol (IP) addresses, thereby
creating vulnerabilities in privacy.

Another common threat is phishing, which gen-
erates spam with the intent of collecting information
through enticing ads for the user. Additionally, there
are threats focused on the system of devices, such as
Hardware-Trojans [5], which are modifications of in-
tegrated circuits allowing attackers to remotely access
data or software. Malware also affects mobile devices
through networks like Bluetooth or Wi-Fi [9], posing a
threat to both citizens and infrastructure.

A primary threat in urban environments revolves
around the vulnerability of location data through de-
vices with Global Positioning System (GPS) [21], which
can be intercepted by third parties, compromising de-
tailed location-based information. This risk addresses
general aspects of prevention, detection, and recovery
from security compromises. A clear example of this is-
sue is observed in the United States, where GPS surveil-
lance poses a legal problem [17], as these devices can col-
lect large volumes of user data, raising concerns about
potential theft or attacks on databases that would im-
pact privacy.

Biometrics, often underestimated, poses a signifi-
cant risk in the context of smart cities. From finger-
prints to retinas, facial data, and electronic signatures,
these biometric data become a treasure for intruders.
They provide access to sensitive information, such as
banking status, facilitating the execution of fraud and
threatening privacy by gaining access to user’s personal
accounts [1]. This information, increasingly common to-
day, can be a key component in the infrastructure and
vital data of the citizenry in an intelligent environment.
Furthermore, it is crucial to consider the use of these
elements to prevent the leakage of private data.

Smart cities face various vulnerabilities that impact
both industries and smart homes. In industries, out-
dated infrastructure and the use of inadequately tested
software create security gaps, exposing data and cre-
dentials to potential attacks [22], additionally, the im-
plementation of weak protocols in data encryption adds
significant risks. In the realm of smart homes, security
is challenged by vulnerabilities in IoT layers [6], where
poor management of wireless devices exposes to phish-
ing, malicious code, and possible intentional attacks.
Despite the benefits, these layers are prone to malicious
attacks compromising the privacy of citizens.

The management of large volumes of data in spe-
cific layers also presents vulnerabilities, with threats to
the confidentiality, authenticity, and integrity of infor-
mation. Moreover, trojans pose a specific threat to the
device system, affecting both mobile devices and other
devices through networks like Bluetooth or Wi-Fi [8],
with identity theft being a common attack. In the case
of Wi-Fi, it is crucial to implement protective measures
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since it is essential for communication among various
IoT devices. Wi-Fi security thus becomes one of the key
considerations in this intelligent environment; to safe-
guard it, the use of control protocols like Mandatory
Access Control (MAC) or the Wi-Fi Protected Access
(WPA) protocol is necessary [16], providing more so-
phisticated data encryption.

Furthermore, the vulnerability of location data
through GPS devices also stands out as a significant
threat in this context. When comparing security factors
and the approach to a smart city, there are many defi-
ciencies regarding privacy and technological infrastruc-
ture [21], this poses multiple challenges to consider for
potential threats that could jeopardize a general popu-
lation, implying a restructuring of the plan for a smart
city, taking into account the points raised in the theme
of this review.

4. Discussion

When exploring vulnerabilities in industries within the
context of smart cities, a complex network of challenges
threatening urban sustainability and efficiency is re-
vealed [24], posing a significant challenge for this en-
vironment.

In smart cities, security is challenged by crucial
threats that compromise the infrastructure, data, and
privacy of inhabitants. Both traditional crime and dig-
ital threats impact major industries, creating vulnera-
bilities in software due to inadequate maintenance. Fur-
thermore, smart homes exhibit deficiencies in IoT device
security [7, 9], exposing them to risks such as phishing
and potential hacking.

Additionally, highlighted are additional dangers,
such as the unauthorized use of biometrics, introducing
significant risks [25], including banking fraud through
the misuse of biometric data. This discovery not only
resonates with the warnings from existing literature re-
garding the risks associated with outdated technology
but also underscores the urgency for new cybersecurity
research in the era of industrial digitization [20, 15].
Furthermore, vulnerabilities associated with the use of
untested software and weak encryption protocols high-
light the need to strengthen computer security. These
findings not only broaden our understanding of current
challenges but also align with the prevailing narrative,
emphasizing the need for comprehensive approaches to
bolster infrastructure in smart cities.

These issues highlight the vulnerability of these in-
terconnected ecosystems, emphasizing the importance
of user awareness and preventive measures. Our review
not only provides a detailed insight into specific vulner-
abilities but also seamlessly integrates into the overar-
ching narrative of security in smart cities, underscoring
the critical need for preventive measures in the layers of
urban data processing.

This review, we believe, has implications in rec-
ognizing contemporary vulnerabilities and threats for
smart cities. Examining vulnerabilities in both indus-
tries and smart home environments highlights the neces-

sity of adopting more secure approaches to strengthen
these areas in response to identified threats. The afore-
mentioned findings support the importance of updates
and maintenance in industrial infrastructures, along
with the implementation of robust security protocols
and strategies [26, 20], such as user awareness and pre-
ventive measures, including the use of Honeypots to en-
hance threat detection in smart environments. These
results contribute to advance knowledge in the field
of urban cybersecurity and to provide diverse strate-
gies and solutions for the development of policies and
practices that reinforce security in smart urban environ-
ments [1]. This plays a crucial role in the planning of
a smart city by considering potential risks and vulner-
abilities.

According to our findings, security is essential for
all IoT devices. As smart cities provide internet con-
nectivity to a wide variety of devices, security becomes
a highly critical challenge. These findings are reinforced
by analyzing previous research on the subject, as around
70% of IoT devices in a smart city were at risk of at-
tacks [13]; this vulnerability stemmed from the inade-
quate software security and vulnerabilities in encryption
within communication protocols.

It is important to acknowledge that our review may
be affected by some bias stemming from the timing of
the publication of the collected articles. This could lead
to discrepancies between our interpretations and those
obtained by other research, which, in turn, could con-
tribute to potential errors in our analysis.

Furthermore, during the development of this work,
we encountered several limitations that complicated the
development process. Among them, the quantity of ar-
ticles available for review, and the publication dates of
some articles stand out. Additionally, we identified cer-
tain information gaps that our review could not fully ad-
dress. For example, we could not include specific strate-
gies applied to protect data in smart environments, as
we focused exclusively on identifying threats and vulner-
abilities present in smart cities. This limitation creates
a gap in our review that could be the subject of fu-
ture research: improving information organization and
data collection, considering the search scope to obtain
relevant and updated information.

Furthermore, our review has pinpointed literature
gaps that deserve exploration in future research. We
highlight some outstanding thematic areas: What could
be viable solutions in the context of a smart city? What
regulations could be adopted by governments to prevent
risks in smart cities? How have technical challenges
in cybersecurity in smart urban environments been ad-
dressed? What threats and solutions have emerged in
the realm of smart vehicles? What are the most promi-
nent threats to the development of smart cities? These
questions represent valuable opportunities for future re-
search.

In smart cities, security faces threats that compro-
mise infrastructure and data, generating vulnerabili-
ties [27, 15]; hence, efficient strategies are necessary to
address these challenges. The review highlights com-
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plex challenges in smart industries and homes, ranging
from outdated infrastructures to weak encryption proto-
cols. This implies adopting secure approaches and user
awareness strategies to strengthen security [28]. These
findings contribute to the knowledge in urban cyberse-
curity, enabling the development of security policies in
smart cities. Furthermore, the need for future research
is emphasized to address identified gaps and enhance
understanding of security in intelligent urban environ-
ments.

5. Conclusion

During the elaboration of this article, we have compiled
the most relevant and up-to-date research in the cy-
bersecurity field, following our selection criteria. Sub-
sequently, we conducted a literature analysis, allowing
us to categorize the themes addressed in the articles
to achieve a deeper understanding of the information.
This process led to the discussion, where the previously
exposed themes were thoroughly addressed, seeking a
satisfactory consensus on the analyzed information. Fi-
nally, we will present our conclusions derived from the
analysis and interpretation of the themes.

Our article highlights vulnerabilities in industries
and smart homes, as well as challenges and threats for
smart cities in general. In industries, the issue of out-
dated infrastructure, inadequately tested software, and
weaknesses in encryption protocols [4] stands out, ex-
posing data and credentials to potential attacks. In
smart homes, IoT security is crucial, with layers vul-
nerable to attacks such as phishing and malicious code
[6]. Additionally, demographic and criminal challenges
in smart cities are prominent, along with the need to ad-
dress data management security. Threats include mal-
ware, botnets, phishing, and the vulnerability of loca-
tion data through GPS, as well as the risk of biometrics
to citizens privacy. The most significant risk associated
with citizens is information theft through data detec-
tion layer attacks [13, 12]; this could lead to a case of
ransomware or identity theft, directly jeopardizing the
security of the citizens.

It is expected that this article will emphasize secu-
rity aspects in smart cities, considering significant is-
sues such as privacy, infrastructure, and industry vul-
nerabilities, to develop a smart environment adequately,

assuming citizen participation, and addressing the sig-
nificant challenges of smart urbanization. Likewise, this
review is estimated to emphasize future research cover-
ing observed gaps, favor future research with relevant
information, and significantly contribute to an overall
understanding of security and potential study objects
contributing to new findings and advances in the field
of cybersecurity for urban environments.

This review highlights various limitations in pre-
vious sections. One of the most prominent is the re-
striction on the number of citations per year in articles
excludes those that could provide valuable or more up-
dated information on the topics addressed in this article.
Another limiting aspect was the absence of a central fo-
cus on possible solutions to threats and vulnerabilities
in intelligent environments. Instead, we focused exclu-
sively on addressing contemporary challenges related to
vulnerabilities and threats impacting smart cities. All
these limitations are essential elements to consider for
future reviews, contributing to strengthening the iden-
tified weaknesses in this review.

Given the limitations that we have identified, gaps
and openings have been revealed that offer opportuni-
ties for future research and valuable contributions to the
study field. An example is the need to more comprehen-
sively address possible solutions to the issues mentioned
in this review, as well as delve into how cybersecurity
challenges have been faced, especially in specific areas of
smart city development. On the other hand, the emer-
gence of new, more sophisticated threats could present
an opportunity for further research. As can be seen,
there are various areas of research to explore, with a
crucial focus on security in the context of smart cities.

During the review, we have explored the current
landscape of threats and vulnerabilities in network se-
curity in the context of smart cities. By identifying and
analyzing the challenges and gaps in existing research,
we have compiled detailed complexities and vulnerabil-
ities inherent in this technological environment. Smart
cities are a fascinating field full of potential, but they
also present significant challenges that require a lot of
attention. Our work not only highlights these critical
issues but also describes possible directions for future
research, paving the way for future research that will
change the way we think and protect smart cities.
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